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All the HoDs

r.No. 45 /infra/iTaC/2011, dated || .02.2011

Sgb . CERT-In — Defacement of Indian websites - Reg.
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-"“‘Bes): D.0.No.2(16)/2010-CERT-In, of Director General, MCIT,
).’} DIT, CERT-In, New Delhi, dated 10.01.2011.
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m..;|<md|y refer subject and reference cited above.

z CERT-In, DIT, Ministry of Communications and Information
Technology, New Delhi is tracking defacement of Indian websites on
regular basis. A total of 1620: & 2054 Indian websites were defaced by
various defacers during the month of October & November 2010
respectively.  Similarly 288 & 348 number of websites have been
compromised and links fo malicious websites were planted on these sites

during corresponding months.

3 In view of growing attacks on websites, you are requested to advise
website administrators to follow best practices to secure web applications
and web servers. For this the CERT-In security guidelines, it is requested to
visit the flowing websites :

Web Server Security Guidelines
hittp://www.cert-in.org.in/knowledgebase/quidelines/cisg-
2004-04.Irtm




» Securing lIS 6.0 Web Server Guidelines
http://www.cert-in.ora.in/knowledgebase/gquidelines/cisg-
2006-01.htm

» Guidelines for Auditing and Logging
htto://www.cert-in.org.in/knowledgebase/guidelines/cisg-
2008-01.htm

3. This is for favour of information.

Yours sincerely,

(Principc&éicry, IT&C)
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From

Prl. Secretary to Govt.
IT&C Department

3rd Floor, D-Block

AP Secretariat
Hyderabad e

To

All the Secretariat Departments.
All the Heads of Departments.
All the District Collectors in State.

Lr.No.47/Infra/IT&C/2011, dated 18.02.2011

Sir / Madam,
Sub:  Uliization of RAJiv Citizen service Cenires (RCSCs) for delivery
of Government services to Citizens in rural areas of the State
- Reg

Ref: G.0.Ms.No.29, of IT&C (Infra) Department, dated 27.10.2010.
) * % %
Please refer to the subject and reference cited ahove.

2. CSC (Common Service Center) Scheme was launched by Government of
India under NeGP (National e Governance Plan) to set up one lakh CSCs in
villages across the country with a vision of providing all Government and private
services in an integrated manner at doorsteo of the citizen, at an affordable
cost. It Ine state ot Ananra rraaesh the CsC scheme was named as “RAJIV
Citizen Service Center (RCSCs)" where in a total of 4687 RCSCs are being
established.

3 The Government vide reference cited above issued orders to all
departments to utilize RAJiv Citizen Service Centres (RCSCs) for the delivery of
Government services to the citizens and to identify minimum two G2C services
to roll-out through RCSCs within the 6 (Six) months from the date of issue of the
G.O. i.e. 27.10.2010. So far only Revenue, Transport, Commercial Tax and Civil
Supplies Departments have identified the services. Other departments are yet to
identify the services.

4, In view of above, you are requested to identify minimum two G2C
services and communicate the same to IT&C Department at the earliest.

5. Itis proposed to convene a review meeting on the subject by the Chief
Secretary shortly.

Yours faithfully,
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(Prl. Secretary to Govt., [T&C)




